ISSN Online: 3006-4708

$ SOCLAL SCIENCE REVIEW ARCHIVES ISSN Print: 3006-4694

$OLIAL SCIGNCE https://policyjournalofms.com

Bridging Firewalls and Foreign Policy: The Role of Cybersecurity in Shaping
International Diplomacy

Dr. Muhammad Hatim* Dr. Adeel Irfan? Sidra Firdoos 3 Ayesha Tarig*

! Assistant Professor Department of Politics and International Relations University of Sargodha
Email: muhammad.hatim@uos.edu.pk

2 Assistant Professor Department of politics and international relations University of Sargodha
Email: adeel.irfan@uos.edu.pk

3 Scholar, Department of politics and international relations University of Sargodha Email:
Sidrafardoos632@gmail.com

4 Scholar, Department of politics and international relations University of Sargodha
Ashitarig001@gmail.com

DOI: https://doi.org/10.70670/sra.v3i2.752

Abstract

As cyberspace becomes a primary domain for state competition and cooperation, cybersecurity
has emerged as a central theme in international diplomacy. This paper explores the intersection
between cybersecurity and diplomatic practice, analyzing how cyber incidents influence
bilateral and multilateral relations. It draws on case studies involving the United States, Russia,
China, and the European Union, while evaluating the effectiveness of current global norms,
legal frameworks, and institutional mechanisms. The study concludes with policy
recommendations for enhancing cyber diplomacy in a rapidly evolving digital landscape.
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1. Introduction

The digital revolution has brought not only innovation but also new security challenges. As
state and non-state actors increasingly operate in cyberspace, the impact of cyberattacks on
national security, economic stability, and political trust has grown. Cyber incidents—ranging
from election interference to ransomware attacks—now regularly shape foreign policy
decisions. This study investigates how cybersecurity concerns are redefining diplomacy in the
21st century.

2. Literature Review

Existing scholarship recognizes cybersecurity as both a technical and diplomatic issue. Nye
(2011) emphasizes "cyber power" as an extension of national influence, while Slayton (2017)
critiques the lack of enforcement in international cyber agreements. Scholars such as Carr
(2016) and Klimburg (2017) highlight the fragmented landscape of cyber norms and the
tensions between digital sovereignty and internet freedom. However, few works integrate these
insights into a coherent diplomatic framework.Here is an enhanced and lengthened version of
the Literature Review section from your paper, with more scholarly depth, critical analysis,
and expanded coverage of related works. You can copy and replace the current section in your
manuscript with the following version:
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2. Literature Review (Enhanced)

The field of cybersecurity and its intersection with international diplomacy has garnered
growing scholarly attention over the past two decades. The complexity of cyber threats and the
ambiguity of cyber norms have made this an inherently interdisciplinary subject—situated at
the crossroads of international relations, law, technology, and strategic studies.

Joseph Nye (2011) was among the earliest to conceptualize “cyber power” as a new dimension
of state capability, analogous to economic and military power. He emphasized the need for
states to understand both “hard” and “soft” forms of cyber power, particularly in shaping global
norms and deterring adversaries. Nye’s work laid the foundation for framing cyberspace as a
competitive strategic domain.

Complementing Nye, Carr (2016) focuses on public—private partnerships as essential
components of national cybersecurity strategies, particularly in liberal democracies where
much of the cyber infrastructure is privately owned. He underscores the institutional
asymmetry between state and non-state actors in cyberspace, arguing that successful
cybersecurity policy must involve cooperation across sectors. His emphasis on
multistakeholder governance reflects a broader liberal institutionalist view that diplomacy in
the digital age cannot be monopolized by states alone.

However, a more critical perspective is offered by Slayton (2017), who examines the cyber
offense-defense balance and argues that deterrence remains elusive in the cyber domain.
According to Slayton, cyber tools often lack the transparency and predictability necessary for
stable deterrence regimes, leading to strategic miscalculations. He critiques the lack of
enforceable international agreements, noting that even when norms are articulated, such as
through the UN’s GGE or OEWG processes, compliance mechanisms remain weak or
nonexistent.

Alexander Klimburg (2017) contributes a geopolitical lens in The Darkening Web, where he
maps the struggle for control over cyberspace between liberal democracies advocating for an
open, global internet and authoritarian regimes pushing for digital sovereignty. Klimburg
argues that this normative fragmentation risks the “Balkanization” of the internet, undermining
not only global governance but also the technical integrity of cyberspace.

Other emerging voices in the field explore regional and cultural variations in cyber diplomacy.
For instance, scholars have pointed out how China’s Digital Silk Road serves not just economic
purposes but also ideological and normative objectives, promoting surveillance-based
governance models. Similarly, Russian cyber doctrine has been studied for its emphasis on
information warfare, blurring the line between cybersecurity and psychological operations.

Despite the richness of these individual contributions, there remains a noticeable gap in the
integration of technical, legal, and diplomatic dimensions into a coherent analytical framework.
Most existing literature treats cyber issues either as a national security threat or as a governance
challenge, rarely bridging the two to assess how cybersecurity concretely shapes diplomatic
behavior and international negotiations.

Furthermore, limited attention has been given to the diplomatic agency of smaller states and
regional organizations, which often operate within the normative structures set by cyber
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powers. This imbalance in scholarly focus mirrors the real-world power asymmetries in global
cyber governance, where the rules are often written by technologically advanced states while
the rest of the world reacts or adapts.

In addition, the role of non-state actors—including private cybersecurity firms, ethical hackers,
and digital rights advocacy groups—has been underexplored in diplomatic literature, despite
their increasing influence in norm development and attribution debates. Their involvement
raises questions about accountability, legitimacy, and representation in global cyber diplomacy
forums.

Recent studies have also begun to address the economic and developmental implications of
cyber diplomacy. Scholars like Choucri (2020) argue that cyber diplomacy is not only a tool
for conflict prevention but also a vehicle for advancing digital development goals, particularly
in the Global South. This includes supporting access to cybersecurity infrastructure, fostering
digital literacy, and promoting equitable participation in global norm-setting processes.
Moreover, emerging literature is exploring the gendered dimensions of cybersecurity
diplomacy, revealing how cyber threats often disproportionately affect women and
marginalized communities, thus necessitating inclusive policy frameworks. This growing body
of work suggests that cyber diplomacy must be understood not just in security terms, but as a
component of broader global governance and justice agendas.

3. Case Studies

3.1 United States and Russia: Cyber Conflict and Diplomatic Breakdown

Incidents such as the 2016 U.S. presidential election interference attributed to Russian actors
have severely strained bilateral relations. Diplomatic expulsions, sanctions, and cyber
deterrence strategies illustrate how cyber issues can trigger conventional foreign policy
responses . The SolarWinds attack (2020) and NotPetya malware (2017)—both widely
attributed to Russian actors—underscore how cyberspace has become a proxy arena for
geopolitical rivalry. U.S. responses have ranged from targeted sanctions to the implementation
of new cyber defense strategies under the Department of Homeland Security. Moreover, both
countries have clashed in forums like the UN GGE, where mutual distrust has hindered
consensus-building. This illustrates how cyber incidents exacerbate existing diplomatic rifts
and complicate bilateral negotiation processes.

3.2 China and the Global South: Building Cyber Influence

China’s Digital Silk Road and export of surveillance technologies raise concerns over digital
authoritarianism. However, it also presents a model of cyber diplomacy focused on
infrastructure development and normative influence, particularly in Africa and Asia.China’s
Digital Silk Road (DSR) initiative includes the export of technologies like facial recognition
systems, smart city platforms, and undersea cables. While these projects enhance digital
infrastructure in partner countries, critics argue they promote digital authoritarianism and
surveillance. China’s emphasis on “cyber sovereignty” as a principle in international cyber
governance contrasts sharply with Western ideals of a free and open internet. Nevertheless,
many developing states view Chinese infrastructure investment as a viable path to digital
modernization, illustrating the diplomatic leverage embedded in technological assistance

3.3 European Union: Promoting Cyber Norms and Multilateralism

The EU has taken a leadership role in promoting the "Cyber Diplomacy Toolbox" and
resilience through legal instruments such as the GDPR. The bloc’s approach is grounded in
multilateralism and human rights, contrasting with more confrontational U.S. strategies.The
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EU continues to position itself as a normative cyber power. Its Cyber Diplomacy Toolbox
includes coordinated diplomatic responses to malicious cyber activities, while the NIS2
Directive mandates improved cybersecurity standards across member states. Moreover, the EU
plays an active role in promoting cyber norms at the UN and within regional dialogues such as
the EU-ASEAN Cyber Dialogue. The EU’s diplomatic emphasis on data privacy, human rights
online, and capacity building in third countries reinforces its commitment to multilateralism
and normative leadership.

3.4 India and Regional Cybersecurity Diplomacy

India presents a compelling case of a rising cyber power shaping regional digital diplomacy.
Through initiatives like the India-ASEAN Digital Work Plan and South Asia Cybersecurity
Cooperation Framework, India has positioned itself as both a provider of cyber capacity
building and a norm entrepreneur. India’s engagement in the Global Partnership on Artificial
Intelligence (GPAI) and the Quad’s Critical and Emerging Technology Working Group further
reflects its strategy of aligning cybersecurity goals with broader geopolitical alliances.
Additionally, India’s efforts to develop a National Cybersecurity Strategy, and to promote data
localization laws, illustrate the domestic-external linkage of its cyber policy, which
increasingly influences its regional diplomatic posture.India’s approach to cyber diplomacy
reflects a blend of strategic autonomy and regional leadership. As a member of the BIMSTEC
and Shanghai Cooperation Organization (SCO), India actively contributes to regional
cybersecurity capacity-building. Domestically, the rollout of Aadhaar and Digital India
initiatives has enhanced its credibility as a digital innovator, though they have also raised
concerns about privacy and surveillance. Internationally, India’s proposal for a Global
Framework on Cyber Norms at the UN underscores its ambition to shape the emerging rules
of cyberspace. Moreover, India is investing in public-private partnerships and indigenous
technologies to reduce dependence on foreign digital infrastructure.

4. Challenges in Cyber Diplomacy
- Attribution: Pinpointing the source of cyberattacks is technically difficult and politically
contentious.

- Normative Fragmentation: Competing visions (U.S. open internet vs. China/Russia’s digital
sovereignty) limit consensus.

- Lack of Enforcement: Even agreed norms (e.g., UNGGE reports) often lack accountability.
- Non-State Actors: Cybercrime syndicates and hacktivists complicate state-centric diplomacy.

Cyber Arms Race: The development of offensive cyber capabilities has led to a digital arms
race. States are reluctant to disclose capabilities, making transparency and trust-building more
difficult.

Lack of Institutional Mechanisms: Unlike nuclear arms or trade disputes, cyberspace lacks a
binding, treaty-based institutional framework. This legal vacuum creates inconsistencies in
enforcement and accountability.

Disinformation and Influence Operations: Cyber diplomacy must now contend with
information warfare, where state and non-state actors use social media to manipulate public
opinion, destabilize societies, and influence elections.

Economic Espionage: Cyber-enabled theft of intellectual property undermines diplomatic
efforts, particularly between the U.S. and China, where accusations of economic cyber
espionage have led to serious tensions.
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Humanitarian Concerns: Attacks on healthcare systems, such as during the COVID-19
pandemic, reveal that cyberattacks have life-and-death consequences, raising ethical and
humanitarian issues.

Another overlooked challenge in cyber diplomacy is the lack of standardized terminology and
definitions. Terms like “cyberattack,” “critical infrastructure,” and ““sovereignty in cyberspace”
are often interpreted differently across legal, technical, and diplomatic domains, leading to
semantic confusion and diplomatic gridlock. This linguistic fragmentation hampers mutual
understanding, especially in multilateral negotiations. Additionally, many developing countries
lack the institutional capacity to participate fully in global cyber dialogues, creating a digital
diplomatic divide where the agenda is disproportionately shaped by technologically advanced
states. This exclusion risks reinforcing power asymmetries and undermines the universality of
cyber norms.

5. Role of International Organizations

5.1 United Nations

The UN’s Group of Governmental Experts (GGE) and Open-Ended Working Group (OEWG)
are major platforms for cyber norm negotiation, though consensus is slow and fragile.

5.2 NATO and Regional Security Blocs

NATQO’s recognition of cyberspace as a warfare domain signals the militarization of cyber
policy. Its Cooperative Cyber Defence Centre of Excellence in Estonia is a hub for cyber
strategy research and training.

5.3 ICANN and Multistakeholder Governance

Cyber diplomacy is not only state-driven; it also involves private sector actors, civil society,
and technical bodies like ICANN. However, the rise of sovereign internet models challenges
this model.Beyond established actors like the UN and NATO, emerging regional cybersecurity
cooperation platforms have gained traction. The Organization of American States (OAS), for
example, has developed a Cybersecurity Program that supports member states in developing
national strategies and responding to incidents. Similarly, the Shanghai Cooperation
Organization (SCO) is increasingly promoting a vision of cyber sovereignty and regional
digital order aligned with the strategic preferences of Russia and China. Meanwhile, financial
institutions such as the World Bank and IMF are integrating cyber resilience metrics into risk
assessment frameworks for national economies, recognizing cybersecurity as essential for
sustainable development and financial stability

5.4 African Union and Cyber Diplomacy

The African Union (AU) has developed the Convention on Cyber Security and Personal Data
Protection (Malabo Convention) to establish a continental framework. Though ratification is
slow, it marks an important step toward regional cyber governance. AU also engages with the
EU and China to secure funding and capacity development for member states.

5.5 ASEAN

ASEAN has adopted a set of voluntary, non-binding norms inspired by the UN GGE to guide
state behavior in cyberspace. The ASEAN Cyber Capacity Programme and partnerships with
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Japan and Australia support cyber resilience, showing that middle powers can play a facilitative
role in global cyber diplomacy.

6. Policy Recommendations

1. Invest in Cyber Diplomats: Train diplomats with both technical literacy and negotiation
skills.

2. Support Multistakeholder Forums: Encourage participation from civil society, academia, and
industry.

3. Develop Regional Cyber Pacts: Encourage regional cooperation frameworks tailored to local
realities.

4. Promote Confidence-Building Measures (CBMs): Encourage information-sharing and joint
cyber exercises.

5. Create Cyber Crisis Hotlines: Bilateral emergency communication channels to prevent
escalation.

6.Role of Government: Governments should also invest in the creation of Cybersecurity

Diplomacy Attachés at embassies in key capitals and multilateral organizations. These attachés
would serve as on-the-ground experts who bridge technical teams and diplomatic missions,
facilitating real-time cyber threat assessments, coordination during crises, and continuous
policy alignment. Moreover, there is a growing need to establish international certification
regimes for cybersecurity products and services to enhance trust and interoperability. These
mechanisms would prevent the politicization of cyber standards and reduce the proliferation of
unverified or insecure digital technologies across borders.

7. Enhance Public Diplomacy in Cyber Affairs: States should engage in strategic
communication campaigns to promote transparency in cyber policies and counter
misinformation. This includes publishing national cybersecurity strategies and participating in
public consultations.

8. Strengthen Legal Infrastructure: Countries must modernize their legal frameworks to address
transnational cybercrime and enable lawful cross-border investigations through mutual legal
assistance treaties (MLATS).

9. Promote Digital Inclusion and Equity: International cooperation should include measures
that bridge the global digital divide, ensuring that low-income countries can secure their digital
spaces and participate in norm-building.

10. Institutionalize Cyber Norm Enforcement: Create cyber arbitration tribunals or attach cyber
clauses to existing trade or security treaties, making violations subject to international
adjudication.

7. Conclusion

As cybersecurity challenges multiply, their diplomatic ramifications grow more significant.
Countries must adapt their foreign policies to navigate the digital domain with a mix of
deterrence, cooperation, and multilateral engagement. Cyber diplomacy is no longer optional—
it is essential for maintaining peace, sovereignty, and trust in an interconnected world.In the
face of growing digital interdependence, cyber diplomacy must evolve beyond reactive crisis
management. It requires proactive agenda-setting, inclusive multilateralism, and strategic
resilience-building. As technology blurs the line between war and peace, and as private actors
assume greater roles, traditional diplomacy must adapt to this complex ecosystem. The urgency
to create a universal, enforceable, and equitable cyber order has never been greater. The future
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of global peace and cooperation may well hinge on how nations govern the most intangible yet
powerful domain of the 21% century—cyberspace.

Looking ahead, the future of cyber diplomacy will depend on the institutionalization of cyber-
specific diplomatic protocols, akin to those in arms control or trade. This includes drafting
memoranda of understanding (MOUSs) on cyber behavior, creating shared response frameworks
during international incidents, and encouraging transparency in offensive cyber capabilities.
As the digital domain becomes more embedded in everyday governance and human activity,
the stakes of cyber diplomacy will only increase. Countries must seize this moment to transition
from reactive policies to a forward-looking, inclusive, and rules-based cyber order, ensuring
that digital peace becomes a foundational principle of global relations.
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