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Abstract

The increased pace at which the Pakistani economy and infrastructure in the public sector is being
digitalised presents a logical multiplicity of cybersecurity threats that require a strong, multi-layered
governance structure. The current paper looks at the present situation on cybersecurity governance
in Pakistan with an emphasis on the combination of regulatory oversight, enterprise risk
management, and organisational resilience. Based on leading international standards like the NIST
Cybersecurity Framework 2.0 (NIST, 2024), the ISO / IE 27001:2022, the European Union General
Data Protection Regulation (GDPR, 2016), and the NIS2 Directive (European Parliament, 2022) and
placing them into the framework of the Pakistan socio-economic and institutional context, the paper
will assess the efficacy of the current laws, including the Prevention of Electronic Crimes Act
(PECA) 20 The study also explores the organizational level management of the risks in public
institutions and the private companies in Pakistan in this research, and the findings revealed the gaps
in systems of awareness, technology capacity, incident management, and inter-agency coordination.
The paper claims that to address the issue of sustainable cybersecurity governance in Pakistan, a
paradigm shift is needed, shifting reactive and compliance-based strategies toward proactive and
resilience-oriented strategies enshrined in national digital transformation agendas.

Keywords: Cybersecurity Governance, Pakistan, Risk Management, Regulatory Oversight,
Organisational Resilience, PECA 2016, National Cybersecurity Policy, Digital Transformation,
NIST Framework, ISO 27001, IT Governance, PKCERT.

Introduction

The twenty-first century has seen the most remarkable integration of digital technologies into the
life of the government, business, and civil life. In the case of developing countries such as Pakistan,
this digital revolution has offered a revolution as well as an extreme vulnerability. With the nation
pursuing aggressive actions in terms of digital transformation, such as the Digital Pakistan Vision,
e-government operations, fintech, and cloud implementation, its digital security situation has not
been able to keep up with the transforming threat environment (U. P. Khan & Anwar, 2020; Saleem
et al., 2025). The result of such an inappropriate fit is physical: since the state utility networks suffer
data breaches or are repeatedly intruded upon by hackers, the digital infrastructure of Pakistan is left
vulnerable to advanced attacks both inside and outside of its borders (Yasin, 2020). The term
cybersecurity governance is used to refer to systems, processes, policies, and institutional forms on
how societies and organisations deal with the risks involved in information and communication
technologies (Klimburg, 2012; Von Solms & Van Niekerk, 2013). These three pillars, regulation,
risk management and resilience, are an integrated system in mature digital economies (Craigen et
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al., 2014). In Pakistan, they are still very divided, under expressed, and intermittent (Javed, 2023,;
M. F. Khan et al., 2021). The worldwide cybercrime has an estimated cost of USD 8 trillion in a
single year and is expected to go up to USD 10.5 trillion by 2025 (Morgan, 2020; J. Sharma & Jain,
2025). In the case of a developing economy like Pakistan, a small percentage of this exposure is an
enormous macroeconomic risk, as GDP is in the range of USD 340 billion. The Global Risks Report
(WEF, 2023a) by the World Economic Forum continues to identify cybersecurity failures as one of
the ten most probable risks globally, and this classification, in particular, has acute implications in
the context of Pakistan because of its increasingly large cyberattack surface and institutionally
relatively underdeveloped defence against it. This scholarly article presents an in-depth discussion
on cybersecurity regulations in Pakistan in the wider framework of the digital age in the world. The
paper also provides a futuristic outlook of how Pakistan can establish a more harmonious, dynamic,
and robust framework of cybersecurity governance that can enable it to advance its national
developmental goals. The theoretical framework and literature review will be presented in Section
2 of the paper. Section 3 examines the international cybersecurity governance situation. Section 4
looks at the legislative and regulatory climate of Pakistan. Section 5 examines structural risk
management and strength. The main issues are discussed in Section 6. Section 7 provides policy
recommendations. Section 8 concludes.

Theoretical Framework and Literature Review

Defining Cybersecurity Governance

Cybersecurity governance is a multidisciplinary phenomenon located at the crossroad of information
technology, the administration of a state, organisational behaviour and international relations (Dunn
Cavelty, 2014). Regarding the issue of public policy, Cavelty and Wenger (2020) determine
cybersecurity governance to be the set of rules, norms, institutions and practices which regulate the
behaviour of state and non-state actors within cyberspace. Organisational In terms of an
organisation, the COBIT 2019 framework proposed by ISACA (Lanter, 2019) describes IT
governance as a board and executive responsibility to direct, evaluate, and monitor IT performance
and risk management in accordance with organisational goals. Cybersecurity governance is also
carried out at three levels that are interdependent, and they include: national (macro), sectoral (mesa),
and organisational (micro)(Nye, 2011). On the national level, governments play the role of passing
laws, interagency coordination and international cybersecurity diplomacy (Tikk & Kerttunen, 2020).
On the sectoral level, the sectoral standards are established by regulators and industry bodies and
adhered to (Slayton & Clarke, 2020). Security controls are followed in the boards, CISOs, and the
IT departments at the organisational level to manage risk and have resilience (Deloitte, 2023; PwC,
2023). Cybersecurity governance involves consistency at all three levels, which is more of an
idealistic situation in most developing countries.

Key Theoretical Perspectives

Cybersecurity governance can shed some light through several theoretical lenses. The principal-
agent theory (Jensen and Meckling, 1976) can be used to understand why organisations do not invest
in cybersecurity: information asymmetry between principals (boards, regulators) and agents (IT
departments, vendors) results in moral hazard and adverse selection. Cybersecurity is considered a
partially non-excludible good, which explains the need to involve the government in the delivery of
the product (Anderson & Moore, 2006). The rationale behind cybersecurity practices in
organisations is explained by institutional theory (DiMaggio & Powell, 2000): isomorphic pressures,
as a result of regulators, industry colleagues and professional associations, drive convergence
towards accepted standards like ISO 27001 and NIST CSF. Resilience theory (Hollnagel et al., 2006)
and systems thinking (Meadows, 2008) are rather complementary viewpoints, which conceptualise
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cybersecurity governance as a complex adaptive system that should be engineered not only as
resistant to attacks, but also to absorb and adapt to disruptions. United States (CISA, 2021), the
United Kingdom (NCSC, 2023a), and the European Union (ENISA, 2023).

International Standards and Frameworks

There are a number of global frameworks that offer principles on which cybersecurity governance
is based. Published and greatly updated in its 2.0 version in 2024 (NIST, 2024), the National Institute
of Standards and Technology (NIST) Cybersecurity Framework (CSF) is a collection of
cybersecurity activities organised around six main functions, namely Govern, Identify, Protect,
Detect, Respond, and Recover. Inclusion of a Governance feature to CSF 2.0 is indicative of the
increased awareness that cybersecurity risk management needs to be integrated in organisational
strategic plans and accountability frameworks (Barrett et al., 2017). The international standard of
information security management systems (ISMS) called ISO/IEC 27001:2022 (ISO, 2022) is more
prescriptive, and it mandates organisations to have a set of systematic security controls in place
within a cycle of continuous improvement in line with the Plan-Do-Check-Act (PDCA) model. The
ISO/IEC 27001 certification has now become a non-standard practice as the standard of
cybersecurity maturity in organisations and specifically within the financial, telecommunication and
healthcare sectors (Malatji, 2023; Naserinia & Ullah, 2025). The General Data Protection Regulation
(Regulation, 2016) established by the European Union has had a profound effect on cybersecurity
governance practices both globally and domestically because it stipulates that organizations must
ensure that they adopt suitable technical and organizational controls to safeguard the personal
information as well as mandating them to notify individuals about breaches occurring in 72 hours
(Voigt & Von Dem Bussche, 2017a). The NIS2 Directive (European Parliament, 2022) broadens the
scope of the mandatory cybersecurity provisions to encompass the critical infrastructure industries,
setting the minimum level of security and reporting of the measures that member states have to
integrate into national legislation. The two tools affected the legislative development process in
Pakistan (Haque et al., 2023; MOITT, 2023).

Cybersecurity Governance in Developing Nations: A Literature Review

The existing knowledge on cybersecurity governance in the developing countries is characterised by
the constant emphasis on structural barriers to effective governance (Hurel & Lobato, 2018). It has
been found that the main barriers are economic constraints, technical capacity, weak institutional
structures, and insufficient legal infrastructure (Calderaro & Craig, 2020a; Savas & Karatas, 2022).
In the case of Pakistan, there is quite scanty academic literature. Baloch et al., (2022) record the
disconnect between the policy goals and the actualities of implementing cybersecurity, as the effects
of legislative improvements since 2016 are uneven, with low levels of organisational awareness of
the subject. According to Gondal et al., (2023), the cybersecurity governance of Pakistan lacks
institutional fragmentation. Sadig, (2025) analyse the problem of digital transformation in the
Pakistani public sector, and one of the bottlenecks here is cybersecurity governance. Abbas et al.,
(2022) examine the implementation issues of PECA and report the conflict of cybersecurity and civil
liberties. Comparisons between regions are educational. (Sadiq, 2025a; Tabansky, 2011) examine
how smaller countries may establish adequate cybersecurity governance without resource
limitations, which have some lessons that apply to Pakistan. Singh et al., (2024) focus on the
development of cybersecurity governance in India, paying special attention to the CERT-In
framework.
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Figure 1: Pakistan's ITU Global Cybersecurity Index (GCIl) Scores by Pillar
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Figure 1: The ITU Global Cybersecurity Index (GCI) Score of Pakistan by Pillar (20182024). The
national policy disclosures presented in the 2024 estimates will be the source of information.

Global Cybersecurity Governance Landscape: Benchmarks and Comparisons

Advanced Economies

Clearly, the United States has a developed national cybersecurity plan through its Cybersecurity
and Infrastructure Security Agency (CISA), which incorporates critical infrastructure resilience, a
public-private collaboration, workforce building, and international interaction (CISA, 2023; White
House, 2023). The 2023 National Cybersecurity Strategy is an important development, as it reflects
the transfer of the burden of cybersecurity to the large technology vendors and government and calls
for mandated minimum requirements on critical infrastructure sectors (Lewis et al., 2023; White
House, 2023). The supranational regulation is harmonised in the European approach of the European
Union. In 2016, the Network and Information Systems (NIS) Directive was replaced by the NIS2
Directive (European Parliament, 2023): it developed binding security provisions for operators of
essential services and digital service providers in member states. Together with the security aspects
of GDPR and the upcoming EU Cyber Resilience Act (European Commission, 2023), the EU has
developed one of the most comprehensive cybersecurity governance frameworks in the world
(Calderaro & Craig, 2020b; Christou, 2016). The National Cyber Security Centre (NCSC) of the UK
has the program of Active Cyber Defence that is often referred to as an example of the
implementation of the governmental protective services in the context of a low-resource
environment (NCSC, 2023b; Roba Abbas et al., 2023).

Emerging Economies: India, Malaysia, and the UAE

Pakistan has a lot to learn, especially through comparisons with India, Malaysia and the UAE, which
are emerging economies. A legal framework is underpinned by the National Cyber Security Policy
(2013) and subsequent amendments to the Information Technology Act have created an active
incident response agency in the form of CERT-In, and the most recent action has been the
introduction of mandatory reporting of breaches (Basu, 2025). The Cybersecurity Act 2024
(Malaysia, 2024) of Malaysia is one of the newest comprehensive and country-level cybersecurity
laws in the Asian region, which introduced a new Cybersecurity Agency (CSM), obligatory licensing
of cybersecurity service providers, and onerous demands on the owners of national critical
information infrastructure (NCII). The UAE Cybersecurity Council (UAE, 2020) is the coordinating
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force of national cybersecurity policy in a highly digitised economy, and the sector-specific
regulations of the UAE in the fields of financial services and telecommunication systems offer a
paradigm of state-led cybersecurity regulation in developing economies of the world (Alshabib &
Martins, 2021; Tsukanov & Valiakhmetova, 2025).

Figure 2: Integrated Cybersecurity Governance Framework for Pakistan
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Source: Authors' framework based on NCS Policy 2021 and NIST CSF 2.0 (NIST, 2024).

Figure 2: Cybersecurity Governance Framework of Pakistan. Reference: The framework
presented by its authors is grounded on NCS Policy 2021 (MOITT, 2021), and NIST CSF 2.0
(NIST, 2024).

Pakistan's Position in Global Cybersecurity Indices

The position of Pakistan on the global scales of cybersecurity demonstrates that there is a large
disparity between the digital goals and the security readiness of this country. The Global
Cybersecurity Index (GCI) 2020, created by ITU, placed Pakistan in the Evolving category, and all
five pillars of its score were better than in 2018, yet it remained lower than other countries in the
region, including India, Malaysia, and Sri Lanka (ITU, 2020). As Figure 1 indicates, the most notable
negative performance of Pakistan is observed in the technical measures and the organisational
measures pillar that can be seen as the capacity and institutional gaps established throughout this
paper (ITU, 2021a). Pakistan has achieved 88 in the NRI 2023 (WEF, 2023b), which shows a
growing digital ecosystem, but the supporting infrastructure, such as cybersecurity, has fallen behind
the rate at which it is adopted. Digital Society Index, created by the Economist Intelligence Unit and
Cybersecurity Dashboard by the BSA Software Alliance rank Pakistan continually under the global
median in governance indicators, which have reputational and commercial expenses as the global
digital trade partners question the security stance of their Pakistani peers (BSA Software Alliance,
2022; EIU, 2022).

Volume: 4, No: 1 1810 January —March 2026



Pakistan

Figure 4: Cybersecurity Maturity Radar - Pakistan vs. Comparator Nations — - |ndia
= Malaysia
Technical e K
Capaci " |egal
Building Frgmework
cident
Cooperation Response
Source: ITU GCI (2020); author-constructed indices drawing on GCI, NRI, and national cybersecurity assessments.

Figure 3: Cybersecurity Maturity Radar- Pakistan vs. Comparator Nations. Reference: ITU GCI
(2020); indices that were prepared by the author based on GCI, NRI, and national cybersecurity
indexes.

Pakistan's Legislative and Regulatory Environment

Prevention of Electronic Crimes Act (PECA) 2016

PECA 2016 is the first law in Pakistan that defines the issue of cybercrime and provides a legal
framework for the management of cybersecurity (Government of Pakistan, 2016). The Act makes it
an offence to access information systems, data, and conduct cyberterrorism, cyberstalking, electronic
fraud, and online harassment illegally, and defines the punishments for different levels of severity.
It also gives investigative capacities to law enforcement agencies and sets up a system of
international collaboration in the investigation of cybercrime (S. Khan et al., 2019). PECA 2016 has
aroused a lot of controversy. Civil societies, digital rights advocates, and the law community have
asserted that some of the provisions, especially those touching on online defamation and content
regulation, are so wide and have been applied to stifle good political expression and journalism (V.
Sharma & Anil, 2024; Vardanyan et al., 2022). This scandal has complicated the process of
establishing a national consensus on cybersecurity policy and has given some stakeholders the sense
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that cybersecurity laws are not intended to enhance security but are more of a political instrument
(Alsharif & Hnit, 2025; Elliott et al., 2021). Cybersecurity-wise, PECA has serious limitations; in
general, it is purely technical. The scope of the definition in the Act fails to keep up with the fast-
changing threat centre, and its application has practical challenges that are caused by the lack of
technical skills in the Federal Investigation Agency (FIA, 2024). Reporting centers According to
PECA, the Cybercrime Reporting Centre of the FIA reports a caseload that has increased between
14,500 cases and 2024 (FIA, 2024), which is much faster than institutional capacity development.
Changes to PECA, such as those made in 2022, still bring up a controversy regarding the need to
prioritise security over civil liberties (Imran & Kazmi, 2025; Leghari et al., 2024).

National Cybersecurity Policy 2021

The National Cybersecurity Policy 2021 of Pakistan is a more recent and all-encompassing effort at
developing a consistent national cybersecurity approach (MOITT, 2021). It models a National
Cybersecurity Authority (NCA) as the highest authority on cybersecurity regulation, which is based
on the examples of the UK NCSC (NCSC, 2023), Australia ACSC (ACSC, 2023), and Singapore
CSA (CSA, 2023). The Policy is ambitious, and the implementation has also been highly hampered
by structural issues. By 2025, the suggested National Cybersecurity Authority is expected to be
operationalised, and the functions are still spread across various agencies, such as NTISB, PTA,
PKCERT, and MOITT (Zeb & Rahim, 2025a). This fragmented form of governance, which Gondal
and Ahmed (2021) refer to as the governance dispersion, is the biggest structural vulnerability of
cybersecurity governance architecture in Pakistan. The Policy also fails to provide specific
implementation schedules, specific financial commitments, and specific performance measures,
which are weaknesses typical of the cybersecurity strategies in poorer countries (Asif, Ali, et al.,
2025; Karnouskos, 2022).

Regulatory Bodies and Their Roles

The cybersecurity mandate of PTA consists of issuing cybersecurity directives to licensed telecom
operators, applying technical standards, and providing internet regulation under PECA (PTA, 2023;
PTA, 2022). PTA has already made a number of circulars in connection with the cybersecurity
requirements, such as SIEM requirements, yet those requirements are not consistently implemented
throughout the industry (Chang & Wei-Liu, 2022; Seng, 2024). The National Telecom and
Information Technology Security Board (NTISB) is the cybersecurity advisory body to the
Government of Pakistan that assists in providing threat intelligence, security advisories, and
guidance to federal ministries and departments (Igbal & us Shan, 2024a). NTISB has been engaged
in sending security alerts on state-sponsored threat actors targeting government networks, including
those which can be attributed to advanced persistent threat (APT) groups based in India
(SideWinder, APT36) and China (APT41) (Clarke et al., 2023). Pakistan Computer Emergency
Response Team (PKCERT), which is an entity set up by MOITT, is tasked with leading the incident
response, disseminating threat intelligence, and offering technical support to the impacted
organisations (PKCERT, 2024). The capacity of PKCERT is still limited in relation to the extent of
its mandate. The level of staffing of about 45 analysts is not favourable in comparison with 200+
staffing of CERT-In India or 120 personnel of My CERT Malaysia (S. Khan et al., 2023). It is
generally accepted that one of the priorities would be the development of a more empowered and
well-resourced national CERT (Guarda & Vardanian, 2024; Yamin, 2021).
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Figure 6: Pakistan's Cybersecurity Institutional and Regulatory Architecture
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Figure 4: The Cybersecurity Institutional and Regulatory Architecture in Pakistan. Source Author
compiled it, according to MOITT (2021), PECA (2016), and PTA (2023) structural designations.

Sector-Specific Regulatory Frameworks

The State Bank of Pakistan (SBP) has been particularly active in the financial sector, providing
documents such as Cybersecurity and Technology Controls Guidelines (SBP, 2023), a Risk
Management Framework (SBP, 2021), and requirements for incident reporting, third-party risk
management, or business continuity planning. The regulatory strategy adopted by the SBP is the best
practice within the Pakistani context of the public sector and has proven to be effective in enhancing
the cybersecurity practices of licensed financial institutions (Afzal et al., 2024; M. Khan, 2024).
SECP has also published cybersecurity policies on listed firms and regulated entities (SECP, 2022),
which are voluntary in many types of organisations. This may represent a considerable gap since
healthcare is an industry that depends on digital health records and telemedicine platforms that lack
a specific regulatory framework due to the sensitivity of health information and the life-saving
aspects of medical system breaches (Bin Naeem et al., 2024; Naseem, 2024). The fast-growing e-
commerce industry in Pakistan also does not have sufficient sector-specific cybersecurity
requirements, and, as a result, consumer data is regularly not well-secured (Héroux & Fortin, 2020;
Sultan et al., 2025).
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Organizational Risk Management and Resilience in Pakistan

Figure 3: Cybercrime Incidents and Financial Loss Trends in Pakistan (2018-2024)
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Figure 5: Trends in Cybercrime Incidents and Financial Loss in Pakistan (201824). To obtain the
values in this table, the author used the FIA Cybercrime Reporting Centre (2024), PTA Annual
Reports (20192024), and personal estimates.

Risk Management Frameworks in Pakistani Organisations

Cybersecurity as an application of enterprise risk management (ERM) means that companies need
to identify, evaluate, rank, and address information security risks as part of their business goals and
risk tolerance (Nawaz et al., 2019; Tahir et al., 2025). A large part of the overall economy, such as
SMEs, state bodies and institutions, as well as operators of critical infrastructure, run unstructured
risk management procedures (Butt & Khan, 2020; Shah et al., 2020). Studies into the financial
sectors of Pakistan suggest that large commercial banks, which are under the SBP regulatory
pressure, have developed comparatively advanced cybersecurity risk management, such as specially
designed and dedicated information security functions, formal risk assessment processes, security
operations centres (SOCs), and incident response services (Ahmed et al., 2025; Hussain et al., 2025).
Most government establishments have a significant dearth of these capabilities. The Federal Board
of Revenue (FBR) systems data breach of 2021 that disclosed sensitive data of millions of Pakistanis
taxpayers was a vivid example of the practical implications of poor and poorly managed
cybersecurity governance in government (Amjad, 2026; Sadig, 2025b).

ISO 27001 Adoption and Certification Trends

The use of ISO/IEC 27001 certification offers an effective proxy variable of organisational
cybersecurity maturity (Laghnimi et al., 2024; Makhija, 2021). The base of Pakistan's ISO 27001
certification has been increasing continuously, mainly due to the export of IT services and other
commercial service providers with extensive international client contracts where certification is
frequently a condition, and the financial sector, where it is prescribed by regulatory bodies (Podrecca
& Sartor, 2023). The total number of certified organisations has increased by a factor of about two
since the number of certified organisations was around 142 in 2020, to an estimated 308 in 2024,
with the highest number of results in the IT and telecom sector (see Figure 6). The major issue is the
so-called certification theatre whereby the organisations attain certification with the main aim of
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securing profits without truly adopting the security culture and practices that the standard envisages
(Jevelin & Faza, 2023; Pathirana & Wilenius, 2025). The successful monitoring of 1SO 27001 is
impossible without the long-term commitment of senior management, sufficient allocation of
resources, and a real organisational culture of security (Todstrém, 2024), which are not evenly
distributed in Pakistani organisations where the certification has already been obtained (Ramli et al.,
2025).

Figure 5: ISO/IEC 27001 Certified Organizations in Pakistan by Sector (2020 vs. 2024)
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Figure 6: Certified Organisations by Sector of the ISO/IEC 27001 in Pakistan (2020 vs. 2024).
Source: ISCB Pakistan; PSEB certifications database; ISO Survey (2023); author compilation.

Cybersecurity Incident Response Capabilities

The capabilities of incident response in Pakistani organisations differ dramatically in terms of their
sphere, size, and ownership (Igbal & us Shan, 2024b; Qasim et al., 2025a). Financial institutions,
telecommunication firms, and IT services firms with large sizes have invested in security operations
centres, incident response teams, and response procedures relying on playbooks (AlMogbali, 2022;
SBP, 2023). Most organisations, nevertheless, do not have focused incident response capacities, but
rather rely on informal responses, which often lead to failure to detect, respond sufficiently, and
cause long-term recovery periods (Naseer et al., 2023; Umar et al., 2025). Under-reporting is a severe
problem. The tendency of cultures and businesses to uphold the image instead of transparency,
coupled with the lack of the disclosure obligation of incidents that is compulsory in most industries,
provides powerful incentives to hide the events (Digital Rights Foundation, 2021; Kashan et al.,
2022). Such under-reporting denies PKCERT and regulators of the sector the incident information
they require to recognise the threat patterns, to generate threat intelligence, and to offer guidance,
developing a negative feedback loop continuing to sustain systemic vulnerability (ENISA, 2022;
ITU, 2021b).

Human Capital and Cybersecurity Awareness

Human aspect of cybersecurity governance is also always defined as the most vulnerable, as well as,
the most valuable point of investment (Shen et al., 2023; Spencer, 2024). Attacks of phishing, social
engineering, and insider threats are based on human weaknesses and not technical weaknesses
(Parvez, 2025; Shafik & Khang, 2024). The issue of employee awareness on cybersecurity is
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particularly a concern in Pakistan among employees and IT professionals (M. S. Malik & Islam,
2019; Ramim & Hueca, 2021). The higher education sector in Pakistan is starting to react to the
demand, and more and more universities have started providing cybersecurity courses at both
undergraduate and graduate levels (Choi, 2025; Kondhar et al., 2023). Nevertheless, the number of
trained cybersecurity workers still remains significantly under the demand. According to PSEB
(2024) estimates, there will be a gap of about 25,000 cybersecurity talent positions in 2024, which
is in line with regional workforce deficit data (Shan et al., 2025). The Pakistani cybersecurity
diaspora operating in developed countries is a potential source of knowledge that is underutilised
(World Bank, 2021).

Business Continuity and Disaster Recovery

Organisational resilience is more than incident response to include business continuity planning
(BCP) and disaster recovery (DR), the ability to sustain the necessary operations in response to
disruptions and recover normal operations post-disruption (Aliya & Nicola, 2024; Raimi, 2023). In
Pakistan, BCP and DR capabilities are not even distributed. BCP and DR are comparatively strong
in the financial sector, which is predetermined by the needs of SBP (Osman & Rahman, 2024).
Infrastructure operators, government institutions, and SMEs usually possess less strength (Asif,
Shah, et al., 2025; Das, 2022). The COVID-19 crisis resembled a stress test that demonstrated the
capabilities of digital technologies to continue operations under the conditions of a crisis and the
vulnerability of the poorly protected remote access schemes (ENISA, 2022; Lallie et al., 2021). The
quick transition to remote working opened new points of attack on home networks, personal devices,
and consumer-based VPN tools that were utilised by attackers around the world, including in
Pakistan (Rizwan, 2023). In certain sectors, investment in secure remote access and endpoint
security has increased faster as a result of the pandemic experience, but lessons have been
inconsistently implemented (Saeed et al., 2023).

Figure 7: Top Cybersecurity Threat Vectors in Pakistan (2022 vs. 2024)
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Figure 7: Leading Cybersecurity Threats in Pakistan (2022 vs. 2024). This information can be
obtained in the PKCERT Threat Reports (2022, 2024), FIA Cybercrime Center and NTISB
Security Advisers.
Key Challenges and Systemic Gaps

Institutional Fragmentation and Coordination Failures
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The institutional fragmentation is, perhaps, the most basic structural issue in the governance of
cybersecurity in Pakistan (Qasim et al., 2025b; Zeb & Rahim, 2025b). The responsibility of
cybersecurity is shared among NTISB, PTA, PKCERT, MOITT, FIA, the Ministry of Defence,
NADRA and sector regulators lacking a clear apex body, defined coordination mechanisms and
national posture (Azhar et al., 2025). This fragmentation leads to overlap of mandate, lack of
coverage, incompatible priorities, and ineffective resource usage (Ali, 2019). The suggested
National Cybersecurity Authority proposed in the 2021 Policy would, once fully implemented,
overcome most of these issues, but the issue of institutional consolidation is still confronted by
opposition from most agencies unwilling to relinquish control (Azam et al., 2025; Bhatti & Afraz,
2025).

Technical Capacity Deficit

The cybersecurity governance of Pakistan is characterised by an omnipresent lack of technical
capacity in all levels of government and a significant number of organisations in the private sector
(Arshad et al., 2024; Mubeen & Usman, 2026). Police departments do not have the necessary
forensic capacity and skills to research cybercrime (Hafeez & Tahir, 2025; Sadat et al., 2025).
Regulatory authorities do not have technical personnel to provide significant security audits of the
entities that are being regulated (M. M. Malik, 2024). The IT divisions of the government do not
possess the capability to design secure systems, implement them, and operate (Tahir et al., 2019;
Watto et al., 2024). In this lack of capacity is increased by uncompetitive government IT pay and
the loss of qualified professionals to the corporate sector and foreign prospects (Nazuk et al., 2025).

Regulatory Gaps and Enforcement Weaknesses

In spite of PECA 2016, the National Cybersecurity Policy 2021, and other industry-specific
guidelines, there are major gaps in the regulatory environment of cybersecurity in Pakistan. No
universal data protection legislation that incorporates rights of data subjects and the responsibilities
of data controllers can be compared with GDPR which aims at removing the legal gap of data
protection in all sectors (Kaifa et al., 2025; Nazuk et al., 2025). And the Personal Data Protection
Bill that has been in development since 2018 has not been adopted yet, which means that Pakistan
has no legal framework to rely on to regulate personal data (Bokhari, 2023). Regulations are either
violated unevenly or have no effect at all even in places where they do exist: the FIA has limited
resources to investigate cybercrime, which currently is a vast amount of reported cases compared to
its capabilities (Muhib et al., 2025), and even the judicial system has little resources to prosecute
cybercrime offenders due to inadequate knowledge of digital evidence (Habib et al., 2024).

Supply Chain Security

The digital economy of Pakistan is highly interconnected with the global supply chains, which pose
a high third-party cybersecurity risk (Boyens et al., 2022). The organisations that use software,
hardware and managed services within Pakistan, such as government agencies, use products of
foreign origin, most of which are located in jurisdictions with varying security standards and threat
environments. The SolarWinds supply chain attack (2020) has shown the world that when an attack
through just one breach of a trusted vendor is performed, it can spread across thousands of
downstream organisations (Chishti et al., 2025). There are similar vectors in the technology
ecosystem of Pakistan, which are largely not covered by the existing governance schemes (Kausar
& Laghari, 2025).

Emerging Threats: Artificial Intelligence and Deepfakes
The fast inclusion of artificial intelligence (Al) into offensive and defensive cybersecurity is a new
problem in the governance structures in Pakistan, which were created in a pre-Al-weaponisation era
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(Brundage et al., 2024; Taddeo et al., 2021). Such Al-enhanced phishing, malware running
autonomously, and deepfaking-related fraud can already be observed in the threat environment in
Pakistan (NTISB, 2023; PKCERT, 2024). Fraud, extortion, and disinformation are especially
worrying since deepfake technology is widely abused in Pakistan due to the already tense
information environment and the rather low media and digital literacy rates of the country (Oxford
Internet Institute, 2023; Freedom House, 2023). The governance frameworks of cybersecurity in
Pakistan have not yet considered Al-enabled threats, which should be addressed in the near future.

Policy Recommendations

Figure 8: Proposed National Cybersecurity Authority (NCA) - Governance and Functions Model
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Figure 8: National Cybersecurity Authority (NCA) Governance and Functions Model Proposal.
Bases: The model created by the author is based on NCSC UK (2023); CSM Malaysia (2024);
NCS Policy Pakistan (2021).

Establish a Unified National Cybersecurity Authority

The creation of the National Cybersecurity Authority (NCA) as proposed in the 2021 Policy
(MOITT, 2023), with the model of the NCSC in the UK (NCSC, 2023), the CSM in Malaysia
(Malaysia, 2024), and the CSA in Singapore (CSA, 2023) should be a priority for Pakistan.
According to Figure 8, NCA is supposed to have the mandate to organise PKCERT, communicate
with NTISB and PTA, establish standards that critical infrastructure operators have to follow,
represent Pakistan in global forums, and issue compulsory guidelines on incident reporting. The
NCA is expected to have specific legislation and sufficient funds (internationally standardised as
0.05-0.10% of government IT spending) and an effective chain of accountability to the Cabinet
Committee on National Security (Batool et al., 2025).
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Enact Comprehensive Data Protection Legislation

The Personal Data Protection Bill is the law that should be enacted as a first priority, creating a
detailed legal framework that balances the rights to privacy with justified business and security
interests modelled after GDPR (2016) but adjusted to the situation in Pakistan (MOITT, 2023;
Privacy International, 2023). It should be stated in the legislation the creation of a special Data
Protection Authority, active rights of the participants of the data processing, obligatory notification
of breach of all data controllers within 72 hours and serious fines to non-observance(Voigt & Von
Dem Bussche, 2017b).

Mandate Sector-Specific Cybersecurity Standards for Critical Infrastructure

Based on the model of the SBP (SBP, 2023), the government needs to establish and require industry-
specific minimum cybersecurity requirements for all the critical infrastructure industries: energy,
water, telecommunications, transport, healthcare, and e-government. These standards are supposed
to be risk-based instead of being prescriptive (NIST, 2024; ISO, 2022), including supply chain
security evaluations (Val et al., 2024), frequent penetration testing, incident response strategy
development and testing, and obligatory incident reporting. The strategy must be based on the NI1S2
Directive (European Parliament, 2022) and the CISA model of protection of critical infrastructure
(CISA, 2023), but should be adjusted to the resource limitations available in Pakistan.

Invest in National Cybersecurity Capacity Building

The governmental agencies are to implement a National Cybersecurity Capacity Building Program
with dedicated resources that would cover the shortage of talents in industries (ISACA, 2023; (ISC)
2, 2023; PSEB, 2024). The program must include cybersecurity education scholarships, support on
professional development of government employees in cybersecurity, an effective government
career path to cybersecurity, compulsory cybersecurity training on all government employees, and
public education. The collaboration with the ITU (ITU, 2021), UNDP (UNDP, 2021), and the
networks of diaspora professionals should be actively sought. Blueprints (CSA, 2023; KISA, 2023)
can be taken based on the effective models of cybersecurity workforce development of the
experience of Korea and Singapore.

Strengthen International Cybersecurity Cooperation

The first step is to ensure that Pakistan ratifies the Budapest Convention on Cybercrime, the leading
international instrument of cybercrime cooperation, which would mean the commitment to the
global standards and the benefits of the mutual legal assistance treaty (MLAT) to 68 signatory
countries (CoE, 2023; UNODC, 2021). Additional steps that Pakistan should take are to seek
bilateral cooperation on cybersecurity with major partners such as the US, EU member countries,
and regional allies; be an active participant of the SCO and OIC cybersecurity working groups (SCO,
2023; OIC, 2022); and join ITU Global Cybersecurity Agenda (ITU, 2021). The Tallinn Manual 2.0
(Schmitt, 2017) offers the concept of the involvement of the principles of international law in
cyberspace, which the diplomatic community of Pakistan can actively participate in.

Develop a National Cyber Resilience Strategy

In addition to threat prevention and compliance, Pakistan should have a National Cyber Resilience
Strategy that considers that effective cyberattacks are unavoidable and aims at reducing the impact
and speed of recovery (Anjum, 2022). Frequent exercises on cyber resilience on a country level,
useful to the strategy, include cyber resilience exercises such as the Waking Shark series (NCSC,
2023) in the UK and the Exercise SG Cyber Safe (CSA, 2023) in Singapore.

Volume: 4, No: 1 1819 January —March 2026



Address Emerging Threats: Al Governance and Deepfakes

The governance structures of cybersecurity in Pakistan ought to be revised proactively to respond to
the Al-driven threats. This involves the creation of a national Al security working group in the NCA
to oversee Al-enabled threats evolutions, preparation of guidelines for the responsible development
of Al by domestic technology firms, and integration of Al security in regulatory standards of specific
sectors. Combating the fraud through deepfaking should be a special provision in PECA
amendments, the creation of public awareness of the issue through media literacy programs, and the
establishment of the technical standards of authenticity of digital content (Partnership on Al, 2023;
Oxford Internet Institute, 2023).

Conclusion

Pakistan is at a very crucial crossroads in its cybersecurity governance. The key aspects of a national
cybersecurity governance framework are already in existence: PECA 2016, the National
Cybersecurity Policy 2021, the regulatory framework, and the increasing group of cybersecurity
specialists. However, these components are yet to manifest into an effective, unified system that can
improve the online infrastructure of Pakistan, secure the information of citizens, and advance the
goals of the national development. As it has been demonstrated in this paper, the issues related to
cybersecurity governance in Pakistan are both structural and technical. The system is vulnerable to
institutional fragmentation, insufficient resource distribution, lapses in enforcement, and regulatory
loopholes, which can only be prevented through technical means. To ensure the relationship between
cybersecurity governance aspirations and reality in Pakistan is bridged, the politics, sufficient
financial allocation, and an actual whole-of-society commitment to create a culture of cybersecurity
awareness and responsibility are essential to achieve this. The relative approach presented in this
paper would imply that Pakistan does not have to reinvent the wheel. The models of cybersecurity
in India in CERT-In (MeitY, 2022) and Singapore in CSA model framework (CSA, 2023) discuss
practical blueprints, which can be adapted to the Pakistani institutional background with the help of
the Cybersecurity Act 2024 of Malaysia (Malaysia, 2024). Technical guidance that has the potential
to inform national standards and regulatory requirements is international frameworks, NIST CSF 2.0
(NIST, 2024), ISO/IEC 27001:2022 (1SO, 2022), and the NIS2 Directive (European Parliament,
2022). Budapest Convention (CoE, 2023) and the Global Cybersecurity Agenda of the ITU (ITU,
2021) provide avenues of tapping into external knowledge. The stakes are high. The global digital
economy, foreign investment inflow, and the development of trust in digital government services by
the citizenry increasingly require proper cybersecurity governance. The way forward towards good
cybersecurity governance in Pakistan is to shift to the proactive paradigm of resiliency-driven forms
of cybersecurity regulation, where cybersecurity is not an imposed regulatory mandate but a strategic
necessity carried over into organisational culture, investment choices, and country development
strategies.
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