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Abstract 

The cyber conflicts between India and Pakistan, stemming from their longstanding geopolitical 

rivalry, have materialized in significant events such as the OGDCL virus attack and the Bhabha 

Atomic Research Centre hacking. These incidents exemplify the deliberate utilization of cyber 

methods for espionage, disruption, and propaganda, highlighting the intricate dynamics 

between governmental and non-governmental entities in the realm of cyber warfare. The 

attacks emphasize the susceptibility of essential infrastructure and the possibility of substantial 

economic and security consequences. This potential for significant repercussions should raise 

concern and awareness. In order to address these increasing threats, Pakistan must allocate 

resources towards developing strong cybersecurity systems, encourage collaboration between 

public and private sectors for sharing information on threats, participate in cyber diplomacy to 

establish global standards and cooperative mechanisms, improve the technical expertise of 

cybersecurity professionals through training programs, and update legal frameworks to combat 

cyber crimes and ensure responsibility effectively. 
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Introduction 

Warfare strategies encompass multiple dimensions and are characterized by advanced weapons 

and technology utilization. Non-lethal techniques are employed to carry out undercover 

operations against the enemy, particularly when the adversary possesses unconventional 

weaponry. Grey zone methods encompass a range of terms, including asymmetrical, 

unconventional, non-linear, non-kinetic, and sub-conventional, which describe these types of 

warfare tactics. Cyber warfare is a contemporary style of warfare. ICT has become a crucial 

and highly precarious security concern in the modern world (Saud & Kazim, 2022). 

The academic community has shown significant interest in the cyber warfare between Russia 

and Western countries in recent years. A wide range of research work has been produced and 

available on the issue. These studies primarily focus on the purported online propaganda by 

Russia during the Ukrainian conflict (Hoskins & Shchelin, 2018) and the dissemination of false 

information campaigns online during elections in the United States and other European 

countries (Hoskins & O’Loughlin, 2015; Lucas & Nimmo, 2015; Ramsay & Robertshaw, 

2018). While concrete data about the direct impact of these digital campaigns on public opinion 

is lacking, experts believe that the extensive volume of content on social media platforms led 

to confusion and chaos among the general population (Woolley & Howard, 2018). Some argue 

that the achievements of pro-Trump and pro-Brexit campaigns prove that social media has been 

capable of influencing public opinion to a certain degree (Bastos & Mercea, 2017; Freelon & 

Wells, 2020; Howard et al., 2016). 

 In this study, we examine the digital conflict between India and Pakistan, two nuclear 
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archrivals, while shifting the focus away from Russia's information war against the West and 

its neighboring countries. Both countries have been actively involved in information warfare 

for decades (Seth, 2016). However, until now, scholarly research in this area has focused on 

traditional media (Iqbal & Hussain, 2018; Seth, 2016), and the dynamic realm of cyber warfare 

has yet to be investigated. 

A groundbreaking study examined India's computerized dissemination of propaganda during 

conflicts with Pakistan (Neyazi, 2019). However, currently, no similar study focuses on the 

Pakistani context. A systematic and objective study would be beneficial in examining the scope 

and orientation of digital information warfare in the Indian subcontinent. 

It is essential to analyze this because the two countries, with a total population of 1.5 billion, 

have experienced significant adoption of social media during the last twenty years. Over 600 

million individuals in India have internet connectivity. Similarly, in Pakistan, over 76 million 

individuals have internet connections, making it the 10th highest population of internet users 

globally (Pakistan Telecommunication Authority, 2019). Indian Prime Minister Narendra Modi 

has around 60 million Twitter followers, but his Pakistani rival Imran Khan has more than 10 

million Twitter followers. Based on the analysis conducted by Twitter audit 

(www.twitteraudit.com), it has been determined that 18% of Narendra Modi's followers are 

classified as false. In contrast, Shehbaz Sharif has 14% of his followers categorized as 

fraudulent. Similarly, the Pakistani military spokesperson has 3.9 million followers, out of 

which 15% are determined to be false followers. In comparison, the Indian counterpart has a 

more significant following of 6.6 million but with a higher percentage of fraudulent followers, 

amounting to 28%. While it is, debatable whether these individuals have intentionally 

generated phony followers or if the bots are following them due to their popularity, these 

accounts' sheer scale and extent are remarkable (Neyazi, 2019). 

Because of the low labor cost in the area, governments and militaries have employed large 

numbers of staff to spread propaganda on social media platforms. These staff members are paid 

for their work (Cheema, 2020; Jorgic & Pal, 2019). Several analysts and critics have 

highlighted the nationalistic and aggressive role played by these internet provocateurs in recent 

disputes (Biswas, 2019; Chawla, 2020; Sriram, 2019). In this study, we examine the digital 

information warfare that took place between India and Pakistan following the Pulwama attack 

on February 14, 2019, in the Indian-administered Kashmir. We also analyze the surgical strikes 

carried out by Indian forces in Pakistani territory on February 26, 2019, during which an Indian 

pilot was captured. Our analysis is based on relevant scholarly sources. Before delving into 

these events, a concise overview of the turbulent 73-year history of Indo-Pak ties is provided 

to offer a more comprehensive understanding of this subject. 

India-Pakistan Relations 

Both India and Pakistan achieved independence from the British Empire in 1947. However, 

shortly after gaining independence, the two nations conflicted, incorporating the princely state 

of Jammu and Kashmir (Qadir, 2002). Pakistan alluded to the independence agreement in 

which all Muslim states were to join Pakistan and Hindu states were to join India. Due to its 

predominantly Muslim population, Kashmir needed to be included in Pakistan. The Indian 

administration, however, asserted that the Hindu king of Kashmir had formally joined India, 

and hence, a vote was unnecessary. As a result, the initial Indo-Pak war erupted in 1948, 

resulting in the division of Kashmir into two regions: Pakistani-administered Kashmir and 

Indian-administered Kashmir. 

Nevertheless, this partition failed to appease both governments, and in 1965, a significant 

conflict broke out between the two nations. The battle concluded following a peace truce, 

during which they both agreed to address their bilateral concerns (Oh et al., 2011). In 1971, a 

third conflict arose between the two parties, resulting in the fragmentation of Pakistan. 

Bangladesh formed as an independent nation, previously a part of Pakistan (Iqbal & Hussain, 

2018). 
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In the 1970s, competition for military superiority began between the two nations, with 

significant missile and nuclear technology investments. In the latter half of the 1990s, they 

successfully exploded atomic bombs, so achieving the status of being nuclear-capable nations. 

However, it was not entirely practical despite the use of nuclear deterrence. As a result, in 1999, 

the two nations found themselves involved in the fourth conflict, generally referred to as the 

Kargil War. Nevertheless, this conflict was confined to the Kashmir region and did not escalate 

to other areas due to international pressure (Rabasa et al., 2009). 

In addition to these four significant wars, several critical escalations have occurred in the 

preceding two decades. The Indian parliament attack in 2001, the Mumbai attack in 2008, and 

the Uri incident in 2016 are significant acts of violence for which India has accused Pakistan 

of colluding with militants (Mathur, 2017). Pakistan has made allegations against India, 

claiming that India has provided support and encouragement to the Pakistani Taliban, who are 

responsible for numerous lethal attacks (Hussain, 2020; Hussain et al., 2021). In addition, 

Pakistan alleges that India is assisting the insurgency in the resource-abundant province of 

Balochistan (Hussain & Lynch, 2019; Hussain, 2015). 

Over the last two decades, Pakistan has seen exploitation of its cyberspace in the form of 

religious extremism, provocative and hate speech, anti-state propaganda, etc. However, over 

time, we have seen that social media has been used as a platform for most social, political, and 

religious movements. Furthermore, the government of Pakistan has neglected Pakistan’s 

cyberspace as it lacks the will and capacity to draft/formulate an effective cyber policy.  As we 

know, cyberspace is an anarchic and unregulated domain. It is abused by cyber-criminals and 

is considered a haven for terrorist organizations. Most non-state actor, especially terrorist 

organizations, uses cyberspace for recruitment, financial assistance (for example, an Uzbek 

terrorist who fought in Afghanistan, Iraq, and Syria used YouTube and other websites for 

fundraising), and communication purposes (Foreign Policy, 2022). Pakistan's dependency on 

the IT and telecom sector has rapidly increased, expanding Pakistan's cyberspace. Most of the 

cyberspace in Pakistan is unprotected and unsecured, which can be easily exploited.  

India and Pakistan, Asian archrival, both fought four wars: 1948, 1965, 1971, and 1999. Both 

achieved nuclear weapon states at the beginning of the 21st century (Lancelot, 2019). However, 

after achieving atomic weapons, both states did not go for any full-scale conventional war. 

Moreover, hate against each other has been exaggerated, and this hate started deepening when 

India began to support anti-Pakistan elements in Baluchistan, FATA, and Afghanistan.  This 

anger and frustration were outbursts through cyberspace as there is no authority to keep check 

and balance. Cyberspace is anarchic. There is no central authority because of its unruly nature 

and no checks and balances. It is used to abuse and humiliate emotionally and psychologically 

all over the world. In the cyber world, when a specific entity or group attacks another particular 

group, entity, or organization, which disrupts or destroys the system, it is known as a cyber-

attack; these attacks came to Pakistan in the late 90s. In 1998, when the Indian Atomic Research 

Center was hacked, they accused Pakistan of this. Later, the investigation revealed that it was 

not from Pakistan but that a group of hackers from Europe and Russia were involved (Madras 

Courier, 2016). However, the blame game further provoked anger and hate against each other, 

which resulted in a series of low-level cyber-attacks between Pakistan and India. In 1999, four 

cyber-attacks were carried out from Pakistan. In 2000, the number increased to 72, and from 

the Indian side, 18 attacks were launched against Pakistan (Shad, 2019). However, this saga of 

virtual anger, hate, and aggression from the Indian side did not stop there. It started increasing 

with the emergence of private individual hacking groups like “Hindustan Hacker Organization” 

and “Team Nuts.” They were involved in several cyber crimes against Pakistan (Rehman, 

2015). It is believed that they hacked about 57 crucial websites of Pakistan state and private 

intuitions in a single day.  

India Pakistan Cyber Skirmishes 

Indian Cyber Army launched a cyber-attack on Pakistan on the anniversary of the 26/11 

Mumbai attack. They hacked about 870 crucial websites, including about 34 essential 
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government institutions, including the Navy, the official websites of Chief Minister Sindh, the 

Foreign Ministry of Pakistan, etc. (Tribune, 2022). According to the ICA “Indian Cyber 

Army,” the purpose of these attacks was to pay tribute to the martyred of 26/11. The Pakistani 

authority investigated the hacking of 870 websites, and the report reveals that the Technical 

Intelligence Agency of India, a parent organization of the National Technical and Research 

Organization, launched the attack. Moreover, the investigation also reveals that NTRO, “A 

National Technical and Research Organization,” hired private hackers to launch a massive 

number of cyber-attacks on Pakistan state and private institutions (Hacker, 2022). 

On the anniversary of the 1971 war, PCA, the “Pakistan Cyber Army,” responded by launching 

a cyber-attack on Indian websites (Dilipraj, 2013). They hacked about 270 significant Indian 

websites, which include the official website of CBI, “Central Bauru of Intelligence.” The CBI 

website was one of the worst affected websites. It remained unavailable for the user for about 

a month. They have to change all the websites' software to make it available to the user. The 

preliminary investigation of this cyber-attack reveals that those attackers were from Pakistan 

and based in Peshawar. The cyber security of the Indian Air Force system was compromised 

and provided back-door access to the CBI system.  

In response to a cyber-attack from PCA “Pakistan Cyber Army” on Indian websites on the 

anniversary of 197, ICA Indian Cyber Army launched a Cyber-attack on the OGRA “Oil and 

Gas Regulatory Authority” (Tribune, 2010). A hacking group, "Jaguar Hacker,” launched a 

cyber-attack on Pakistan on Jan/26/2012. In this attack, they posted a message saying there was 

nothing to worry about; it was our Republic Day. Just the index page was renamed (India Time, 

2021). 

Most of these hackers are private Individual hackers or group hackers. They attacked without 

the state’s consensus. With the increase in attacks in cyberspace, state-owned and private 

institutions, as well as the governments of both states, stepped in. As the government stepped 

in, most of these hackers started fading away. However, according to ICA, the “Indian Cyber 

Army” and PCA, the “Pakistan Cyber Army,” both have access to each other's systems; if any 

of them launched an attack, they are fully capable of responding. 

Federal Bureau of Revenue (FBR) 

Recently, one of the biggest cyber-attacks was carried out on FBR. This attack has raised 

serious questions about institutions' cyber security capabilities, compromising the security of 

millions of users' personal and sensitive information (FBR, 2020). As per the investigation, the 

real reason for the security breaches of FBR is obsolete hardware and pirated software. The 

Federal Board of Revenue uses the pirated version of Microsoft Hyper V software. The initial 

investigation reveals that pirated software is the main reason behind the cyber-attack. 

Moreover, Alice Walls, a United States diplomat and expert on South Asian affairs on his last 

visit, also accused the FBR of using pirated software, which the FBR denied in an official 

statement (FBR, 2020). The hacker not only hacked the official FBR websites but also 

compromised the security of its subdomain. A large amount of stolen data was put on sale at a 

Russian cyber forum for $30,000. The principal security engineer of Ebryx, while explaining 

the method of attack, argues that the attacker attached the malicious software code in an email, 

which is spoofed as an official email from the ministry. (Report, 2021) When FBR officials 

open that email, the virus is installed automatically and spread all over the network, and within 

no, the system is hacked. Moreover, over a week, about 1500+ FBR computer systems with 

confidential and sensitive information were stolen and sold online (Kamran, 2021). 

Sindh High Court 

Sindh High Court's official website has been hacked by an Indian hacker named “Indian Cyber 

Troops” (Sindh High Court, 2020). It is not the first time an Indian hacker has hacked any 

government institution's website. Historically, some cyber-attacks have been carried out from 

India to Pakistan. Most recently carried out cyber-attacks on Pakistani institutions were Swabi 

University, Sindh Finance Department’s official website, and K Electric (Ikram, 2020). 
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Patari 

PATARI is a renowned Pakistani online music-streaming website similar to SoundCloud and 

Spotify. Recently, it was hacked, resulting in the loss of sensitive personal data of more than 

250,000 users (Patari, 2020). The hacked data was leaked on Russian and English forums and 

is available for sale. 

K Electric 

K Electric is a Karachi-based electric company mainly responsible for supplying electricity to 

the Karachi metropolitan area. Last year, K Electric’s security was compromised, and sensitive 

data was stolen from its database (Hashim, 2020). Moreover, the hacker also threatened the K 

Electric administration to pay the ransom of about $3.5 million, which, if not paid, will be 

doubled within a week. The ransom doubled after a week of $7 million, but K Electric still did 

not pay much attention, and all the stolen information was leaked online for sale (Hashim, 

2020). K Electric has millions of users and customer-sensitive data, i.e., customer name, 

address, CNIC, and bank account details. Moreover, K Electric did not pay any ransom to the 

hacker, nor did they try to improve their cyber security, and the hacker leaked 8.5 GB of data.  

Meezan Bank 

In contemporary times, the banking sector is more vulnerable to cyber-attacks than other 

sectors, mainly because of financial interests and its poor cyber security system. Meezan Bank 

is also one of those banks with inadequate cyber security arrangements. This poor cyber 

security arrangement compromised the bank's security. The bank was hacked, and about 69,189 

details were sold online (Economist, 2022). Moreover, this security breach caused the bank 

about $3.5 million in data loss (Zaidi, 2022). 

Bank Islami 

In contemporary times, the banking sector is more vulnerable to cyber-attacks than other 

sectors. Because of the financial interest and poor cyber security system, Bank Islami is also 

one of those banks. In 2018, a massive cyber-attack against Pakistan’s economic sectors, 

mainly the banking sector, was the key target. This attack affected Pakistan's banking sector 

and breached the cyber security of almost all banks, and about 20,000 users' data were stolen. 

The bank Islami lost about $6 million along with the suspension of some services (Pakistan 

Today, 2020). The hacker mainly targeted debit card users and stole millions of dollars. 

Moreover, many user-sensitive data has been dumped on the dark web. It also stated that about 

11000 debit card details from 22 banks were included in that data (Pakistan Today, 2020). 

Types of Cyber Attack 

Information exfiltration 

These types of cyber-attacks are longer lasting. A full-scale attack may take from one minute 

to years. They mainly aim to steal sensitive information about state intuition, e.g., armed forces, 

defense, national security, and critical infrastructure. The opponent can use such sensitive 

information as a tool to manipulate. 

 

Source https://www.ekransystem.com/en/blog/prevent-data-exfiltration 

 

 

 

https://www.ekransystem.com/en/blog/prevent-data-exfiltration
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Direct Disruption  

Direct disruption, also known as de traditional destruction, is another method of cyber-attack. 

Attackers usually use virtual methods to stop any physical program or operation in this attack—

for example, the Stuxnet attack on Iran’s nuclear facility. A malign, vicious code disrupts the 

opponent’s system in these cyber-attacks (Tunggal, 2022). The primary objective is to make 

any security unit of the opponent state dysfunctional. In these types of cyber-attacks, different 

methods were used to achieve the purpose; for example, deletion of sensitive information and 

stolen important information also cause physical damage like they did in Iran, but the chances 

of physical damage are rare. 

Cyber Blockade 

In this cyber-attack, attackers usually target a specific entity, like an organization or an 

institution. When different computer systems are under attack, they are disconnected from the 

Internet due to heavy traffic. Many DDoS attacks were carried out to block traffic or overload 

the server. These attacks were not long-lasting (The DOD, 2019). They can be overcome within 

an hour. 

 
    Source https://phoenixnap.com/blog/cyber-security-attack-types 

Enabling Attackers 

In enabling cyber-attacks, attacks were carried out against the military deployment, 

strategically important bases, their communication system, air defense system, and missiles to 

help the military in their conventional warfare as Russia did to Georgia during the Georgian 

attack. Most of these attacks were DDoS, a Cyber blockade type (Kumar & Carley, 2016).  

 

Source of the Picture “A simplified breakdown of DDoS attack 

Information Manipulation 

In contemporary times, information manipulation is another type of cyber-attack. It is also 

known as information warfare. In this attack, information used in strategic planning, policy-

making, and other activities was manipulated, fake information was exchanged with original 

fake news, and false information was circulated for propaganda (RAND, 1996). Information 

https://phoenixnap.com/blog/cyber-security-attack-types
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manipulation is done on a specific objective to achieve an important goal. For example, during 

the TLP protests and clashes with police’s different hashtags, the #Civil war in Pakistan was 

floating all over the internet. Moreover, misinformation has also spread against CPEC, labeling 

it a modern-time East India Company (Pak, Observer, 2023). 

Cyber Warfare and Pakistan 

Today, the world population is about 7.7 billion, of which 4.66 billion use the internet. That is 

about 59.5% of the population, and about 92.6% of the population access the internet via 

mobile phone (Statista, 2021). Out of the total 7.7 billion people in the world, about 226 million 

live in Pakistan, of which 61.34 million have internet access. (PTA, 2019). With technological 

advancement, telecommunication has revolutionized the world, but cyberspace is still 

considered a haven for criminal activities. (PTA, 2019.). During the early 90s, the internet 

became a new mode of fighting the hub of illegal activities as most of cyberspace is lawless, 

and there is no central authority (PTA, 2019).  

Cyber is a recently emerged phenomenon because most states and individuals lack a basic 

understanding of it, and no such prominent law has been passed for its proper regulation. 

Therefore, the anarchy in cyber bonus for non-state actors, terrorist organizations, individual 

hackers, and cyber-criminals as the world transformed from physical means to cyber also 

transformed the warfighting strategy from conventional to cyber/virtual terrorism. (Critical 

Infrastructure, 2018.) Cyber-attacks on any state's critical infrastructure are one of the biggest 

threats to national security, and cyber-warfare is much more destructive than conventional. 

However, warfare mode has changed, but the objective remains the same as during 

conventional: psychological, political, religious, ideological, and economic. The rise of cyber 

provides an upper hand to the offensive attacker, who can easily exploit the opponent’s system 

weakness and even global enterprises. For example, Sony’s entrainment could not save itself 

from cyber hacking, and the security of the United States Office of Personal Management was 

compromised (CFR, 2015.) The security loopholes in cyber security provide an excellent 

opportunity for the non-state actor to attack, hack, and steal sensitive data if not detected, then 

cyber espionage, even crippling and sabotaging the entire system. Terrorist organizations like 

ISIS, ISIL, AL Qaeda, and Hijab-ut-Tahurr use the cyber as a medium to incorporate their 

radical agenda. They use social media by writing blogs for recruitment and creating familiarity 

with its ideology. According to PTA (Pakistan Telecommunication Authority), recent statistics 

show that today's world population stands at about 7.7 billion, out of which 4.66 billion use the 

internet, which is about 59.5% of the population, and about 92.6% of the population access the 

internet via mobile phone (Statista, 2023). Out of the total 7.7 billion people in the world, about 

226 million live in Pakistan, of which 61.34 million have internet access (Pakistan Has More 

than 181 Million Mobile Subscribers: PTA, n.d.) Pakistan's internet users have increased 

rapidly. Social media users increased by almost five times in 2015, primarily young people 

between 15 and 25. The anarchic cyberspace is a haven for terrorists and extremists. They can 

easily exploit the young people through their nefarious agenda using religion. Most terrorist, 

extremist, and radical organization have their social media handles on Facebook, YouTube, 

and Twitter (US Designates Hizbul Mujahideen as a Foreign Terrorist Group – The Diplomat, 

n.d.). Hizbul Islam and RSS (Rashtriya et al.) use social media platforms to upload their daily 

training session, and they launched a militant cartoon series for children to create familiarity 

with their ideology. Moreover, “Alqal” is the official website of a banned outfit in Pakistan. It 

works to promote its ideology (Shandler, 2021). The globally renowned terrorist organization 

Al Qaeda has Facebook pages with more than 250 million members, and they have a 

contributor forum with almost 50,000 to 100,000 active contributors and supporters named “Al 

Falaja.” 
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Source: Made by Researcher  

According to the Brooking investigation, Twitter has banned about 500,000 Twitter handles 

belonging to ISIS and other terrorist organizations. According to the Dawn leaks, the Pakistani 

government has banned 64 outfits involved in terrorist and extremist activities, and 41 of them 

are still active on social media (DAWN, 2018).  

Moreover, India is also exploiting cyberspace to provoke religious sentiments in Pakistan and 

promote terrorist activities; for example, the Pakistani authority investigated the hacking of 

870 websites in 2010, revealing that the attack was launched by a Technical intelligence agency 

of India, a parent organization of National Technical and research organization carried out a 

high-level investigation (Gul, 2024). Moreover, the investigation also reveals that NTRO, “A 

National Technical and Research Organization,” hires private hackers to launch massive cyber-

attacks on Pakistan state and private institutions (Khalid, 2023).  

 

Source: Twitter 

As far as Pakistani cyber security is concerned, the government lacks the will and interest to 

develop a proper policy for cyberspace and regulation, and individuals lack understanding and 

awareness of it. According to unofficial resources, the government of Pakistan is spending less 

than 1% on cyber security, which is much less than our neighbors India and Iran (Pakistan 

Today, 2023). 

The cyber-attack is unlike a conventional attack, as it has a much more severe impact on the 

adversary’s critical infrastructure. In contemporary times, low-level cyber-attacks (these 

millions in number per day) are considered part of low-level cyber conflict. Cyber espionage 

is digitally spying on adverse and passing the sensitive data back to the host (Daily, 2023). 

Pegasus is a malicious code that can infiltrate your device without your consent and permission, 

like a missed call, a text message, or a WhatsApp message. According to the WhatsApp report, 
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this virus has compromised about 1400 phones' security and is increasing (WhatsApp, 2018). 

Once your phone is hacked, the hacker can read your text messages, WhatsApp messages, and 

emails, view your calendar and browser history, and track your location. Moreover, it can also 

record your calls, open your phone camera, record your video, and turn your phone into a 

surveillance device.  

The Intercept reported that during these operations, the NSA also hacked the security of the 

National Telecommunication Corporation to spy on Pakistan's civil and military leadership 

(Intercept, 2019). The NSA also uses the “Second Data” tool to hack the Pakistani NTC. 

Moreover, India uses malicious software named “Hornbill” and Sun Bird” to spy on Pakistan's 

military and civilian officials. Horn Bill and Sun Bird fetched sensitive information, such as 

text messages, location, emails, photos, and other data on the phone. This stolen information 

was later used against the adversary. The fear is that using cyberspace as a full-scale 

battleground against each other in a race of domination and power superiority will lead to 

World War III. 

Counter Measures for Pakistan  

Implementing prevention methods is crucial for protecting organizations and individuals from 

cyber dangers. These proactive methods and practices aim to reduce vulnerabilities and lessen 

the danger of cyberattacks. Here, we present a concise summary of essential preventative 

tactics: 

Software Update Management: Patch management regularly applies updates and patches to 

software, operating systems, and applications. These updates frequently include crucial 

security patches that target identified vulnerabilities. Efficient patch management minimizes 

vulnerabilities that cybercriminals can exploit, decreasing the likelihood of successful assaults 

( Akram et al., R. (2023). 

Training on Security Awareness: Human mistakes significantly contribute to cybersecurity 

vulnerabilities. Security awareness training is designed to instruct staff and users on potential 

dangers and how to identify and react to them. It enables individuals to be more alert, 

particularly when it comes to typical methods of assault such as phishing and social 

engineering.  

Intrusion Detection and Prevention Systems (IDPS) are crucial tools for monitoring and 

protecting against real-time security breaches. The analysts examine network traffic and system 

activity, identifying and flagging or obstructing suspicious behavior. These solutions aid 

organizations in promptly identifying and addressing possible security events, thereby 

preventing or reducing harm. 

The zero-trust security model disrupts the conventional concept of trust in network systems. It 

functions based on the philosophy of "never rely, always confirm." This strategy necessitates 

ongoing authentication of the identity and reliability of devices and users, irrespective of their 

position within or outside the network. 

Access control refers to managing permissions for accessing specified resources or locations 

inside a network. The notion of least privilege is crucial in this context, as it guarantees that 

users are granted only the essential degree of access required to carry out their activities. This 

reduces the scope of potential attacks and restricts the potential harm that can be caused. 

This method involves segregating essential resources from the more extensive network, making 

it more difficult for attackers to navigate horizontally within the network in the event of 

breaching one section. 

Threat intelligence offers organizations up-to-date information regarding developing risks and 

vulnerabilities. This data enables organizations to preemptively modify their security 

procedures and defenses to successfully handle evolving cyber threats. 

Regular security audits and testing, including vulnerability assessments, penetration testing, 

and security audits, are crucial for discovering flaws in an organization's defense systems. 

These evaluations aid in determining the order of importance for mitigation endeavors and 

guarantee the continued efficacy of security measures. Multi-factor authentication (MFA) is a 
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security measure that requires users to submit various kinds of verification to gain access. 

Including this extra level of security dramatically diminishes the likelihood of unauthorized 

entry, even if credentials are compromised. Continuous monitoring is essential for rapidly 

recognizing and responding to network and system activity irregularities. Organizations can 

use it to detect and address security risks as they occur promptly. 

User and Entity Behavior Analytics (UEBA) refers to using advanced technology to examine 

and analyze the behavior of users and entities to detect and identify any unusual patterns or 

deviations from the expected norm. These observations can assist organizations in identifying 

security breaches or internal dangers. 

Regular backup and recovery processes are essential for safeguarding valuable data. Backups 

expedite prompt restoration in the event of data loss caused by cyberattacks or other 

catastrophes. 
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